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Introduction

Welcome to the BTRS 4.1 Alerting User Guide!
This chapter provides you with information about:

BTRS, including what's new for this version
How this guide has been put together
Using this guide and the BTRS portal

What Is Bioterrorism Readiness Suite?

Bioterrorism Readiness Suite™ (BTRS) serves as asingle, central point
of log-on and access for finding, creating, and sharing information
through a browser-based interface. If you have access to the Internet, you
can access BTRS' portal content and collaboration areas, links to
resources and applications, alerts, notification functions, and the role-
based directory. Like any Web site, you simply click on buttons and links
to access content and perform functions.

BTRS enables you to:

Receive derts from other users within your health area network
(HAN)

L ocate contact information for other users within your HAN

Read your HAN's |latest news and announcements

What'’s New in This Version?

BTRS 4.1 includes the following additional features and improvements
over BTRS 3.0:

Alert profile scheduling — You can now assign which days and times
each alerting profile will be active, enabling you to create an
automated daily schedule for receiving alerts. Alert notifications will
be sent to the devices you choose anytime, day or night, based on
your active profile. BTRS automatically changes activates/
deactivates the alerting profile at the time you designate in your
schedule. For example, BTRS can automatically switch your active
aerting profile on Friday at 6:00 pm to “Out of Office”. On Monday
morning at 7:00 am, BTRS then switchesto your “In Office” aerting
profile.



2 BIOTERRORISM READINESS SUITE™ 4.1 ALERTING USER GUIDE

+ Expanded e-mail confirmation ability — Alert recipients can now
confirm an aert by replying to an email directly rather than going
through the portal. This is particularly useful when using handheld
devices that cannot access the Internet.

« Password and profile update reminders — You may now receive e-
mail notificationsto remind you to update your profile or change your
password in accordance with your organization’s requirements.

About This Guide

To make the learning process more efficient for you, information in this
guide is presented in aformat different from previous versions of BTRS.
The organization of the book helps you easily gain access to what you
need, and then move on with your job. I'n addition, this guide focuses only
on those functions users with BTRS Alerting licenses perform.

Deciding Which Book to Use

We decided that the best way to organize and format the documentation
was to divide the information into three books — an Alerting User Guide,
aUser Guide, and an Administrator Guide. While all books provide step-
by-step instructions, the focus of each is directed at accomplishing
different types of tasks.

The Alerting User Guide provides information about daily BTRS use for
users with BTRS Alerting licenses, including receiving alerts, accessing
news and announcements, and updating your profile.

The User Guide isaimed at the day-to-day operations for those with
BTRS Collaboration licenses working through the BTRS portal to
collaborate on and post documents, and to send and receive aerts. The
User Guide contains an overview of BTRS, provides descriptions of its
functionality, and shows you how to accomplish specific tasks.

The Administrator Guide focuses on more advanced and technical
operations, including:

«  Setting up user accounts and permissions
» Managing portal content, folders, documents, and discussions

« Generating reports

© 2005 Global Secure Systems Corp.



CHAPTER 1 - INTRODUCTION 3

Standards and Conventions Used in This

Guide

This BTRS guide uses several conventions to help make accessing
information easy and efficient. These conventions include:

« Standard user-friendly terminology
o Step-by-step instructions for completing processes
« Notes, tips, and cautions for using the BTRS portal

» A glossary of termsand an index for easy information lookup

Standard Terminology

This section describes both the technical and common terms used in this
guide. Wherever possible, we have attempted to use familiar language
that accurately reflects the functions it represents.

Microsoft® Technology Terminology

The BTRS system shares many terms with the product Mi crosoft®
SharePoint Portal Server, as the SharePoint® product has been used to
create the portal environment in which you’ Il be working. Although these
terms may be unfamiliar to you, they represent elements of Internet
browsers and windows that you likely already recognize. In addition to
the following terms, please see the Glossary for additional definitions.

Thefollowing table “translates” some of the more technical termsinto
everyday language:

Microsoft® or technical term

Definition

What this means in BTRS

Dashboard

A page on a dashboard site.
Each dashboard contains a
collection of Web parts in a
modular view that can be
presented to users in a Web
browser.

Microsoft developed the term
“Digital Dashboard” to reflect
different areas and components
of the page, similar to that of a
car’s dashboard.

This term is used to represent
two things:

+ The menu of choices you can
select from on the Web page
to access another area of the
portal. Physically, this bar
appears near the top of each
page in the BTRS portal. This
guide also refers to the
“dashboard” as the “BTRS
navigation bar.”

» The page of the portal you are
viewing or accessing, such as
the Document Library or
Directory dashboard. This
guide also refers to this
definition as “page” or “Web
page.”

© 2005, Global Secure Systems Corp.
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Microsoft® or technical term

Definition

What this means in BTRS

Dashboard site

A Web site created by using
Digital Dashboard technology.
The dashboard site contains a
number of pages, or
dashboards, and includes
customization pages and
custom Web part forms. The
dashboard site is used to
distribute information to
workspace users through a Web
browser.

The entire Web site or portal.

This guide also refers to
“dashboard site” as “portal.”

documents, content sources,
management folders,
categories, document profiles,
subscriptions, and discussions.
It provides a central location to
organize, manage, and publish
content.

Portal A Web site considered as an Rather than representing an
entry point to other Web sites, entry point, the entire Web site,
often by being or providing or all the dashboards put
access to a search engine. together.

The BTRS portal provides you
with access to other users’
contact information, important
documents and news, and
alerts.

This guide uses “portal” as the
primary term to define how
BTRS functions.

Web Part A customizable, reusable A section of a Web page
component used to display containing information organized
specific information on a by function or type, such the
dashboard. Web parts are used | Announcements section on the
to associate Web-based content | home page, or document
(such as XML, HTML, and folders.
scripting) with a specific set of This guide also refers to “Web
properties in an organizational part” as “section” or “area.”
framework.

Workspace An organized collection of The entire Web site or portal.

This guide also refers to
“workspace” as “portal.”

Common Actions Terminology

This BTRS guide uses use common terms for actions and maneuvers you
might perform while using BTRS. If you are new to using Microsoft®
Windows® or a mouse, these terms may seem unfamiliar to you, but as
you become more familiar with the Microsoft® Windows® environment,
you can quickly become a skilled user.

© 2005 Global Secure Systems Corp.
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Thefollowing table provides instructions on how to perform the most

common actions.

Term

Action

Click

Point to the item you want, and then quickly press
and release the left mouse button.

Expand

In the tree view, click the + (plus sign) next to the
item.

Open

Point to the item you want, and then quickly press
and release the left mouse button twice (also
referred to as “double-click”).

Point

Move the mouse until the mouse pointer is
positioned over (pointing to) the item you want
(also referred to as “roll over”).

Right-click

Point to the item you want, and then quickly press
and release the right mouse button.

Scroll

Click the scroll box in the vertical or horizontal
scroll bar and drag the drag the scroll box to see
different portions of the page that are not currently
visible. Scrolling only changes what is displayed.

Select

Click the item you want. A selected item usually
appears in a different color or with a frame around
it to indicate that it is selected.

To select multiple items, press CTRL or SHIFT

while you click. To deselect one or more items,
press CTRL or SHIFT and click the item again.

Step-by Step Instructions

Each time you need to complete an operation using BTRS, this guide
provides easy-to-follow instructions to walk you through your task. Each
set of instructions has a step title that describes what the task can help you
do. The steps needed to perform the task are numbered in sequence.

The following table describes the different formatting conventions you
might encounter when you follow the step-by-step instructions.

Formatting
Convention

Description

Triangular bullet

Identifies a step-by-step instruction to complete a
task. The step title occurs after the triangular bullet
and the steps are listed in sequence below the
step title.

© 2005, Global Secure Systems Corp.
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Formatting Description
Convention
SMALL CAPS Identifies a keyboard action. Keys can be used

alone, in combinations, or in sequences. For
example, CTRL + P means to hold down the
CTRL key while pressing P.

ALL CAPS Identifies a particular URL or path name.

Bold type Identifies the name of a BTRS button, field, list, or
menu item in a step-by-step instruction.

Italics type Identifies the name of a window, page, dialog box,
or form.

Courier type Identifies specific text for you to type in a field or
on a page.

Note, Tip, and Caution Boxes

Throughout this guide you'll find information in special boxes called
Note, Tip, and Caution. Margin icons are displayed next to this
information that can help make you a smarter and more effective BTRS
user.

Note - Thisinformation adds to or further explains atopic, to help you
become more familiar with how BTRS works.

Tip - These are hints and shortcuts that can help increase your productivity as
aBTRS user.

Y

Caution - We tell you the dos and don’ts of working with BTRSto help you
avoid damaging files or losing data. Often this information is essential to the
completion of the task on which you are working.

o

© 2005 Global Secure Systems Corp.



CHAPTER 1 - INTRODUCTION 7

Understanding Page Elements in the

BTRS Portal

The BTRS system has been designed so that you can easily navigate
throughout the portal. While each page in the BTRS portal contains
specific information and instructions, the layout of the page remains
constant so that you can become familiar with the portal in a short period

of time.

This section identifies some of the elements you' Il see throughout the
portal, and how each functions.

File Edit “iew Favorites Tools Help

5 Home - Microsoft Internet Explorer

=181
%

1— :
QBack - L) - lj ﬂ /}‘ ‘ 7 ) search \;}(Favorltes wMedla f‘:

L m -

2 —

Address I(_‘-—j http:/fyourhan.org

jaGo
-

3 — ‘J GLOBALSECURE SYSTEMS™

NE FOCUS. ONE RESULT

Welcome to BTRS (BioTerrorism Readiness Suite)

Use the "My Profile” link to maintain your contact information, Alerting Profiles and Alerting Security Codes,

Help

Active Alerts 7Y
for Frank Alerter
There are no active alerts
News Announcements
News Release Blue-Green Algal Bloom at Colonial Beach: Citizens Urged to Use
Gawernor Mark R. Warner declared a State of Emergency today and raised Caution
Virginia?s alert lsvel to Red {Zevers Alert). The declaration directs state The Three Rivers Health District is advising people to take precautions when
agencies to take all reasonable actions necessary to protect the health and swimrming, boating ar recreating in the Potarnac River at Colonial Beach, Ya.
safety of Virginians from several terrorist attacks in the Commonwealth. as a result of a blue-green algal bloom, Microcystis aeruginosa.
Nerve Agent Fact Sheet ¥DH Encourages Well Done Burgers
What are nerve agents? How can people be exposed to nerve agents? How The Wirginia Department of Health is urging people to thoroughly cook
can people recognize that they are sick from nerve agents? hamburgers to prevent illness from E.cali.
Dear Healthcare Provider-DP04 -FINALZ Using Announcements
The Yirginia Department of Health (VDH) is assisting local emergency Provides information on how to configure the Announcernents web Part.
responders and hospitals with the response to a potential chemical release
event on a ship near Morfolk and a potential event at Richmond International
Raceway. WDH is now opening our emergency coordination center to actively
coordinate all health department response activities with the state ﬂ
rmarnanm. Finarstinne Cantar
2] & Internet

Elements of the Home Page

Using this example of the BTRS portal home page, ook for the following

standard elements:

Number Description

1 The browser window’s Menu bar and Standard Buttons
toolbar (you may choose to view any or all of Internet
Explorer’s toolbars). Use these menus and buttons to
print pages, open and close windows, and move back
and forth between Web pages.

2 The browser window’s Address bar. You can type the
URL of your portal here, or view a list of recently-
visited pages.

© 2005, Global Secure Systems Corp.
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Number

Description

3

The BTRS portal title bar. This area may display your
HAN'’s custom logo or other graphics, and displays the
name of the page you are currently viewing.

The BTRS navigation bar. You can click these links to
visit other areas of the portal. The area you are
currently viewing is displayed on the navigation bar in
a different.

© 2005 Global Secure Systems Corp.




2 Getting Started

Using the BTRS system is as easy as accessing the Internet. The BTRS
portal islike any other Web site; once you access it, you can easily move
about to view news, announcements, and alerts posted for your
organization’s use.

Before you get started using BTRS, take a moment to learn more about
how BTRS security is set up. The BTRS system is used by many types of
users, including those who create and manage user accounts, those who
post and collaborate on documents, and those who use BTRS only to
receive alerts. Each set of users may have different levels of accesswithin
the portal. When you'reready, log into BTRS, and begin your adventures
inthe BTRS portal on the home page, which serves asthe central areaand
starting point for many of the step-by-step instructionsin this guide.

If you get stuck and cannot find the answer to a question either in this
guide or in the online help, contact your organization's BTRS
administrator.

Understanding Types of Users and Roles

The BTRS system uses a combination of permissionsto create a secure
environment within the portal. These permissions are assigned through
different types of user licenses and application rights, which may vary
from user to user.

If you are unsure what license and permissions you have been assigned,
check with your BTRS administrator.

Types of User Licenses

Each BTRS user is assigned a particular type of user license when his or
her account is created. Your BTRS administrator determines which
license you receive — either BTRS Administration, BTRS Collaboration,
or BTRS Alerting.

The following table shows the kinds of functions you can perform with
each license:

What you can do

BTRS BTRS BTRS Alerting
Administration Collaboration

Update your user profile

X X X
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What you can do BTRS BTRS BTRS Alerting
Administration Collaboration

Update another user’s profile X

Receive alerts X X X

Send alerts X X

Cancel alerts X X

Read information and documents posted X X

on the home page

Use document collaboration tools X X

(discuss, check-in/out or publish, and fax

documents)

View the role-based directory X X X
Manage users, roles, role groups, and X

folders

Generate reports X

Roles, Role Groups, and
Organizational Units

In BTRS, each user can be assigned to one or more roles, and these roles
may be assigned to one or more role groups within Organizationa Units
(OU). This enables you to save valuable time in emergencies by quickly
receiving alertsthat relate to the function(s) you perform. In addition,
security and permissionsin BTRS are often assigned to roles or role
groups, rather than to individual users, to help adminstrators maintain an
organized environment.

Thefollowing table briefly describes what roles, role groups, and OUs
are, and how they function in BTRS.

This group Denotes this
User An individual user in BTRS (e.g., Peg Simpson)
Role The function that one or more users perform (e.g.

Peg Simpson and Jack Underhill both are
assigned to the role Springfield Public Health
Officers)

© 2005 Global Secure Systems Corp.
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This group Denotes this
Organizational A way to organize one or more roles that fall under
Unit a single jurisdiction, or that work as a team (e.qg.,

Epidemiologists, HAN Coordinators, and
Emergency Services Coordinators who all work in
Hudson County)

For organizational purposes, this unit is often
created to group roles working for the same
organization or in the same area

Role Group Several roles that can be assigned or collected
into a single group (e.g., All workers in all roles in
the city of Springfield, or all California HAN
Coordinators)

For alerting and security purposes, this unit is
often created to group roles in similar job functions
or locations

Types of User Permissions

In addition to user licenses, BTRS administrators can also assign various
security permission levelsto each user account. These permissions can be
assigned either to your role or role group. Therefore, when you use the
BTRS portal, you may be ableto see and access areas and items that other
users cannot, and vice versa

Role-based Permissions
Permissions assigned to your role can include the ability to:
+ Receive dertsfrom other users
« Belong to one or more role groups

To help maintain a secure environment within the BTRS portal, most
users do not work with role-based permissions; instead, these rights are
generally handled by BTRS administrators.

© 2005, Global Secure Systems Corp.
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Logging on to the BTRS Portal

To access the BTRS software, you must log on to a secure portal. You will
need the following information from your BTRS administrator before you

begin:
« Theuser name and password you will use to log on
« TheWeb address (URL) of your BTRS portal

3P Thefirst timeyou log on to the BTRS portal, you need to complete your
profile information. For more information, see “Logging on for the First
Time” on page 19.

You may change your
password after successfully
logging in for the first time. For
more information, see
“Changing Your Password” in
Chapter 3, page 33.

4

To log on to the BTRS portal
1 OpenM icrosoft® Internet Explorer.
2 Inthe Address bar, type the Web address of your BTRS portal.

|.ﬁ.gdress I:El bkt fftraining. virkalalert camfbtrs) j ||

3 PressENTER or click .

The Connect to dialog box opens.

Connect to training.¥irtualalert.com

kraining. wirtualalert. com

Llser narme: I € juser j

Passwiord; | TITITIL

™ Remember my password

Ik I Zancel

4 Inthe User namefield, type the user name provided by your BTRS
administrator.

Your user name is case sensitive. Make sure it appearsin thefield
exactly asit was given to you.

5 Inthe Password field, type your password.

Your password is case sensitive. Make sure it appearsin thefield
exactly asit was given to you.

If you forget your password, contact your BTRS administrator.

© 2005 Global Secure Systems Corp.



CHAPTER 2 - GETTING STARTED 13

6 Click OK.

The Connect to dialog box closes and the BTRS portal appearsin
your browser window.

Logging off of the BTRS Portal

When you are done accessi ng information through the BTRS portal, you
may log off and close your browser window.

You may also choose to close P To log off of the BTRS portal
the browser by clicking the X in

the top right corner of the 1 Onthe BTRS navigation bar, click L ogoff.

window; however, your session ) o

will not end until you have BTRS displays a message reminding you to close your browser
closed all browser windows. window to complete the log off process.

2 Click L ogoff.

Microsoft® Internet Explorer displays the message, “ The Web page
you are viewing istrying to close the window. Do you want to close
this window?’

3 Click Yes.

The browser window closes.

Navigating through the BTRS Portal

One of thefirst steps toward becoming an experienced BTRS user is
learning how to navigate through the BTRS portal. Several pagesin the
portal contain standard elements to help you become familiar with the
format and layout of the pages, including the BTRS navigation bar and
help functions. In addition, you can move between pageswithin the portal
to return to aprevious view easily using one of severa methods.

Using the Navigation Bar

The BTRS navigation bar is the primary feature that enables you to
quickly access al areas of the portal. On each page of the portal, the
navigation bar provides links to other pages and sections.

m Directory | My Profile

BTRS navigation bar

The area of the BTRS portal that you are currently viewing appears on the
navigation bar in adifferent color. Clicking any of the navigation bar links
takes you directly to that section’s main page.

© 2005, Global Secure Systems Corp.
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Using Bookmarks

You can create a bookmark to your BTRS Home page by logging into the
Home page and using the “Add to Favorites’ feature on your Browser.

Due to the security restrictions of a web portal, once you add the portal page
to your favorites, you must enter the bookmarks properties and delete any
text that appears after the .gov, .org, .com, etc.

For example: http://www.microsoft.com/isapi/gomscom.asptarget=/
should be edited to say http://www.microsoft.com.

To edit the bookmarks properties

1 FromtheFavoritesmenuin your browser, navigate to the Home page
bookmark and right-click it.

2 From the sub-menu, select Properties.
The Bookmark Properties dialog box displays.

3 OntheWeb Documentstab, the URL field, highlight the Web
address of the portal.

4 If anything appears after the .gov/.com/.org, etc. deleteit.
Click Apply.
The browser saves the edit to the bookmark.

6 Click OK.

Moving between Pages

If you inadvertently access the wrong page or are finished viewing a page
and want to return to the previous page you were viewing, BTRS does
allow you to click Internet Explorer’s Back button to return to the
previous page you were viewing.

Q Back -

Back button in the Internet Explorer window

Using Search

BTRS enables you to search for published documents, folders, and
categories within your BTRS portal using both simple and advanced
searches. Simple searches allow you to look for items by keyword.
Advanced searches enable to add query elements such as data, author,
title, file name, and category.

The BTRS Search bar appears on many pagesin the BTRS portal, aswell
as the Search page. By default, the Search bar appearsin simple search
mode.

© 2005 Global Secure Systems Corp.
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> 4 The Directory section of the BTRS portal uses a separate search function to
locate users within the directory. For more information about this feature, see
“Searching for Usersin the Directory” on page 42.

Using Search Engine Parameters

Any search isonly effectiveif you are able to locate the item you are
looking for, and often, part of the reason you are searching is because you
do not know when the item was created, what it is called, or what type of
fileitis. In these cases, you can use several different methods to locate
what you are looking for.

While most search engines use similar methods to perform queries, the
following table lists some common and basic search methods to help you
locate folders, documents, and categories:

For example, type this To do this

regional, director, meeting Search for items that contain the
words “regional,” “director,” and
“meeting”

“regional director meeting” Search for items that contain the

phrase “regional director meeting”

regional or director or meeting Search for items that contain the
words “regional,” “director,” or
“meeting”

*.doc Search for all files with a .doc
extension

reg*.doc Search for all .doc file names that

begin with “reg”

Performing Simple Searches

4

Using the simple search method allows you to look for items quickly, by
entering one or more keywords that are a part of the item’s name.

You can perform a simple search either from the Search bar on any page
in the BTRS portal, or by accessing the Search page.

To perform a simple search

7 Inthe Search list, select This Site.Using the key in “Using Search
Engine Parameters’ on page 18, in thefor field, type the word or
words you want to use in the search.

8 Click Go.

BTRS searches for your terms. When the search is complete, BTRS
displays the search summary and matching documents.

To organize your search results, follow the stepsin “Viewing Search
Results” on page 20.

© 2005, Global Secure Systems Corp.
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Viewing Search Results

After you complete your search, you can organize the resultslist in
several ways, including by date, title, author, and match ranking.

P To sort search results
1 Follow the stepsin either * Performing Simple Searches” on page 15.

2 Onthe search results page, under Matching Documents, click one of

the following:

Click this To do this

Best Match Sort matching documents starting
with highest ranking match results

Author List matching documents
alphabetically by the first letter in
the author’s name

Title List matching documents
alphabetically by the title of the
document

Date Sort matching documents by the
date last modified

3 To change the order the search results arelisted in from ascending to
descending, click the appropriate link again.

Thetriangle indicator switchesfrom ™ to “* .

3 Using Help

On each page of the BTRS portal, you can access online help that pertains
to the topic you are working on. For example, if you click the Help link
on the My Profile page, the help system opensto the “My Profile” section.

Elements of the Home Page

The BTRS home page contains several elements that provide you with a
quick overview of current alerts, news, and events within your
organization. These areas include:

« ActiveAlerts
« News

« Announcements

Because your BTRS portal can be customized so that it represents the needs
of your organization, your portal pages might appear differently than those of
another user, and from the graphics included in this guide.

© 2005 Global Secure Systems Corp.
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Active Alerts

The Active Alerts section of the BTRS home page displays all active
alerts sent to you, even if you have aready confirmed the alert. Once the
alert expires, the alert no longer appears on the page, even if you have not
confirmed the aert.

/242004 1:43:23 PM Chris Edwards Investigation Results Mediurm

Active alert on the BTRS home page

To sort active alerts, click any column title. Clicking the date and time
link for an active alert displays the alert’s details, including time sent, the
alert sender’s name, the alert message text, and the alert’s expiration time;
you can aso confirm receipt of the alert. For more information about
receiving alerts, see “Using the Alerting System” on page 35.

News

The News section of the BTRS home page displays documents posted to
your BTRS portal that reflect your organization’s current news. These
items are posted and managed by users with rights to publish BTRS home
page content.

Clicking any of the News links displays the contents of the article, or
takes you to a designated Web page.

Announcements

The Announcements section of the BTRS home page displays documents
posted to your BTRS portal that reflect your organization’s current
announcements, in the order they were posted. These items are posted and
managed by users with rights to publish BTRS home page content.

Clicking any of the Announcements links displays the contents of the
announcement, or takes you to a designated Web page.
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3 Creating and
Managing Your
Profile

Logging on

You can also change your
password (see “Changing Your
Password” on page 33) and set
up your alert profile schedule
(see “Scheduling Alerting
Profiles” on page 30) after you
complete your profile.

AsaBTRS user, you need to create a profile that contains information
about you, where you work, what type of work you perform, and how you
want to be contacted in the case an aert is sent to you. In addition, you
can set and update passwords and codes to log on to BTRS and to confirm
aerts as part of your individual profile.

Keeping the information in your profile up-to-date is critical to the
success of the BTRS alerting system. As phone numbers, e-mail
addresses, and job locations often change, BTRS prompts you
periodically to verify your information. In addition, you may receive e-
mail reminders to change your password or update your profileif your
BTRS administrator requires you to do so.

When your system or BTRS administrator initially creates your account,
he or she may provide some or all of your profile information. When you
log on for the first time, you need to confirm and/or compl ete the
information in your profile so that other BTRS users in your HAN can
contact you and send you aerts.

for the First Time

Thefirst timeyou log onto the portal, you must verify and complete the
information in your profile before continuing.

You will need to do the following to complete your profile:

» Verify and/or enter your profile information — see “Maintaining Your
Profile Information” on page 19

« Set an alerting security code —“Using Alerting Security Codes” on
page 24

» Create an alerting profile—“Using Alerting Profiles” on page 26

A separate page automatically appears to assist you in entering the
information for each of these profile elements.

Maintaining Your Profile Information

Your profile is one of the most important elements of BTRS. Use the My
Profile pages to enter information about you, including your background,
and your work and home contact information. When you enter
information in your profile, you can receive alerts from othersin your
aerting network. In addition, information you enter on this page appears
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in the My Directory page so that othersin your network with permissions
can view your profile information to contact you.

When you complete and save your profile information, either for the first
time or when you make changes, BTRS sends you an e-mail (to the e-mail
address you specify) to confirm your changes.

Creating Your Profile

When you log on to BTRS for the first time or after not modifying your
profile for 30 days, the Profile Confirmation Required page appears.
Enter information on this page to complete or update your profile.

» To create your profile

1 Logontothe BTRS portal using the stepsin “Logging on to the
BTRS Portal” on page 12.

After you successfully log on, the Profile Confirmation Required

Cateqgories | Docurnent Library | Subscriptions Directory My Profile | Logoff

Your password is set to expire in 5 days.

Actions Infoermatien
7 Back to BTRS Home

" Change My Profll.e . Profile Confirmation Required
= Change My Alerting Profiles Our records indicate that you have not changed your profile within the last
» Change My Password 30 days,
s Set My Alerting Security Code . . . .
Please verify that all infarmnation is correct and click Save.

* Indicates a required field

Prefix: Mr.

First Marne: Jerry id
Last Mame: Hernandez [
Business Category: w
Professional Licenses: Educator v

Environrental
Food/Mutrition

Law Enforcement
Medical Doctor %

Specialties: Allergist/Immunalogist ~

Anesthesiologist

Colon & Rectal Surgean

Dermatologist

Ernergency Physician ot

Qrganization:
Title:

Degrees:

3P Missing or incorrectly formatted information is highlighted in yellow on the
Profile Confirmation Required page to assist you in locating errors.

2  Enter the following personal information:

In this field or list Do this

Prefix Select Dr., Mr., Ms., or Mrs.

© 2005 Global Secure Systems Corp.



CHAPTER 3 - CREATING AND MANAGING YOUR PROFILE 21

In this field or list

Do this

First Name

Type your first name

This is a required field

The only special characters BTRS
recognizes are apostrophe and hyphen.
Accents and other characters used in user
names are currently not supported.

Last Name

Type your last name

The only special characters BTRS
recognizes are apostrophe and hyphen.
Accents and other characters used in user
names are currently not supported.

Main Business
Category

Select the type of industry that you work in

Professional Licenses

Select one or more professional licenses that
you hold

Press CTRL while clicking to select more
than one type

Specialties

Select one or more medical specialties you
practice

Press CTRL while clicking to select more
than one type

Organization

Type the name of your organization

Title

Type your professional title

Degrees

Type any degrees that you hold

3 Enter the following Work Contact information:

In this field or list

Do this

Work Location

Type information about where you work,
such as Building 1045, Intensive Care Wing,
or Sacramento

Work Address

Type the address of the facility you work in

Work City

Type the name of the city in which your
facility is located

Work State/Province

Select the state or province in which your
facility is located
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In this field or list

Do this

Work Zip/Postal Code

Type the ZIP or Postal code for the facility in
which you work

You must enter 5-10 characters

Work Email

Type an active work e-mail address
This is a required field

Enter the complete address; for example:
joe user@ca.gov of
fred.smith@hospital.org

Work Phone

Type your work phone number, including
area code and any extension

You must enter at least 10 digits

Work Fax

Type your work fax number, including area
code

You must enter 10 digits

4  Enter the following Home Contact information:

In this field or list

Do this

Home Address

Type your home address

Home City

Type the name of the city in which you live

Home State/Province

Select the state or province in which you live

Home Zip/Postal Code

Type the ZIP or Postal code for the city in
which you live

You must enter 5-10 characters

Home Phone

Type your home phone number, including
area code

You must enter at least 10 digits

5 Enter the following Alternate Contact information:

In this field or list

Do this

Alternate Email

Type an e-mail address other than your work
e-mail address

Enter the complete address; for example:
joe user@ca.gov of
fred.smith@hospital.org

Cell Phone

Type your cell phone number, including area
code

You must enter 10 digits
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In this field or list

Do this

Alpha Pager

Type the e-mail address of your alpha pager

Enter the complete address; for example:
6498511022@pagerco.net

Numeric Pager #

Type the phone number of your numeric
pager
You must enter 10 digits

Alternate Phone

Type a phone number other than that of your
primary work, home, or cell phones,
including area code

You must enter at least 10 digits

Satellite Phone

Type the number of your satellite phone,
including area code

Other Means of
Contact

Provide information for any additional means
people may use to contact you

This information can be an e-mail address,
or a phone or fax number

6 Enter thefollowing M

iscellaneous information:

In this field or list

Do this

Languages Spoken

Select one or more languages that you
speak

CPR Certified Select this check box if you are certified to
perform cardio-pulmonary resuscitation
(CPR)
7 Click Save.

The User Profile Change Confirmation page appears.

8 Click OK.

The My Profile page appears.

If you are logging on for the first time, the Set My Alerting Security
Code page appears. Follow the stepsin “ Setting Your Alerting
Security Code” on page 25 to set your alerting security code.

BTRS aso sends you an e-mail to confirm the information you just

entered.
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Updating Your Profile Information

You can change your profileinformation at any time if your contact
information changes, such as your office location, phone number, or
e-mail address. In addition, if you do not make any changes to your
profile, every 30 days BTRS will prompt you when you log on to verify
your information and make any necessary updates. You may also recieve
an e-mail notification reminding you to log in and verify your profile
information.

» To update your profile information
1 Onthe BTRS navigation bar, click My Profile.

The My Profile page appears and displays your current profile
information.

2 Under Actions, click Change My Profile.
The Change My Profile page appears.

3 Using the stepsin “To create your profile” on page 20 as a guide,
make any changes to your profile.

4 At the bottom of the page, click Save.
BTRS displays the message, “Profile successfully changed!”
5 Click OK.

The My Profile page appears, and BTRS sends you an e-mail to
confirm the changes you made.

Using Alerting Security Codes

The alerting security code is afour-digit number you enter to confirm an
alert over the phone. When you receive an aert via a phone call at one of
your designated phone numbers, you will be asked to enter this number to
confirm your identity before the alert message will play.

Your aerting security code does not expire, but you can change the
number at any time through the BTRS portal. You may also choose to
have your BTRS administrator change your code for you.

3 Vour alerting security code and your password (which you use to log into
BTRS) have different values and are not used for the same purpose. For more
information on passwords, see “Changing Your Password” on page 33.
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Setting Your Alerting Security Code

As part of the profile confirmation process, the first time you log on to the
BTRS portal, you will be prompted to create an alerting security code.

gories [ Documnent Library | Subscriptions Directary

My Profile | Lagoff

Your password is set to expire in 5 days.

Actions Information

# Back to BTRS Home

= Change My Profile Set My Alerting Security Code

= Change My alerting Profiles Our records indicate that you have not set an &lerting Security Code!

» Change My Password

« Set My Alerting Security Code 70U must set your Alerting Security Code before creating Alerting Profiles.
An Alerting Security Code insures the delivery of secure alerts over
automated voice systerns, The alerting Security Code entered must consist
of exactly 4 numbers,

Mew Alerting Security Code:
Werify Mew Alerting Security Code:

Save | | Cancel

Set My Alerting Security Code page

The Set My Alerting Security Code page only appearswhen you log on for
the first time, after you complete the stepsin “Creating Your Profile” on
page 20. To change an existing security aerting code, follow the stepsin
“Changing Your Alerting Security Code” on page 25.

P To set your alerting security code

1 Onthe Set My Alerting Security Code page, in the New Alerting
Security Code field, type the four-digit alerting security code you

want to use.

2 Inthe Verify New Alerting Security Code field, reenter your
alerting code.

3 Click Save.

The Alerting Security Code Change Confirmation page appears.
4 Click OK.

The Create an Alerting Profile page appears. Use the stepsin
“Creating Alerting Profiles’ on page 27 to create your alerting
profile.

Changing Your Alerting Security Code

You can change your aerting security code at any time to another four-
digit number, either for security reasons, or if you've forgotten the
number.

» To change your alerting security code
1 Onthe BTRS navigation bar, click My Profile.
The My Profile page appears.
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2 Under Actions, click Change My Alerting Security Code.
The Change My Alerting Security Code page appears.

3 Inthe New Alerting Security Code field, type the new four-digit
alerting security code you want to use.

4 Inthe Verify New Alerting Security Code field, reenter your
alerting code.

5 Click Save.

BTRS displays the message, “ Alerting Security Code successfully
changed for [your name]!”

6 Click OK.

The My Profile page displays, showing your current profile
information.

Using Alerting Profiles

Depending on your organization’s alerting procedures and regulations,
your organization may need to contact you with an alert at various times,
even if you're away from the office or at another location. After you set
your alerting security code, you have the ability to create, edit, and
activate several different alerting profilesto meet those needs. In addition,
you can use the Alerting Profile Scheduler to set when each profile will be
active.

About Alerting Profiles

Alerting profiles merely provide away for you to tell BTRS how you
want to be notified in case an dert is sent to you. BTRS allows you to
create an automated list of contact methods, such as cell phone, e-mail,
and pagers, for low, medium, and high profile alerts. In addition, you can
specify which of those contact methods you want to use for each alert,
based on the alert’s priority (low, medium, or high), and the order in
which the alert is sent to each device.

You can create several different profiles that enable you to specify
different scenarios for contacting you. For example, when you are at
work, you may want to be notified of an alert through your work e-mail
address and work phone. When you go home, however, or if you are
called away from your office, you may opt to be notified through other
methods, such as your home phone, cell phone, or pager. In addition, if
you travel or plan avacation, and will not be able to respond to alerts, you
may want to create another profile that sends notifications to your work e-
mail only, or does not notify you at all. By creating several aerting
profiles, you need only to change your active aerting profile and
designating times when each is active, you can automatically receive
alerts at the proper location, 24 hours a day, 7 days aweek.
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Creating Alerting Profiles

Thefirst time you log on to BTRS, you are prompted to create an alerting
profile as part of the profile confirmation process. In addition, you can
create additional profiles at any time. Creating an alerting profile enables
your organization to aert you using the methods you designate. You can
also set an aerting schedule that employs the profiles you create.

3 You may opt to not create an aerting profile when you first log onto BTRS. If
you do not create any alerting profile, you will still receive an e-mail each
time an alert is sent to your role.

» To create an alerting profile
1 Onthe BTRS navigation bar, click My Profile.

If you are logging on for the first time, after completing the stepsin
“To set your aerting security code” on page 25, skip to step 4.

The My Profile page appears.
2 Under Actions, click Change My Alerting Profiles.
The Change the Alerting Profiles page appears.

gories | Documnent Library | Subscriptions

Directory My Profile | BTRS Admin | Logoff

Your password is set to expire in 5 days.

Actions Infermation

Create an Alerting Profile
Qur records indicate that you have not set up an alerting profile!

‘our alerting profile contains the preferred methods of contact in the event an alert is sent to you. Click New button to create an alerting
profile,

Default Alerting Profile: {none})

| set as Default | | Mew | |Edit| | Delete || Scheduler |

If you are logging on for the first 3 Click New.
time, the Create an Alerting )
Profile page appears after you The Profile Name page appears.

complete the steps in “To set
your alerting security code” on
page 25.
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ch | Categories | Document Library | Subscriptions | Alerts | Directory My Profile | BTRS Admin | Logoff

Actions Information

# Back to BTRS Home

= Change My Profile Profile Name:

= Change My Alerting Profiles Set as Default: 0
= Change My Passward

= Change My Alerting Security Cods * High Priority Alerts

Lacation 1! (Mone)
Location 2 (Mone)
Location 3: (Mone)

Lacation 4 (Mone)

L B ER ]S

Location 5: (None)
Medium Priority Alerts
Lacation 1 (Mone)

Location 2: (None)
Lacation 3 (Mone)

Location 4: (None)

LB EAENES

Lacation 5 (Mone)
Low Priority Alerts
Location 1 (Mone)

Location 2! (Mone)
Lacation 3: (Mone)

Location 4: {None)

LY IES BN ES

Lacation 5 (Mone)

Save | | Cancsl

4 Inthe Profile Namefield, type the name you want to give your
alerting profile.

Create a name that accurately reflects the purpose of the profile, such

as“daily,” “weekend,” “on cal,” or “vacation.”
5 To set thisas your default profile profile, select the Set as default
check box.

6 Under High Priority Alerts, in the L ocation lists, select one or more
contact devices you would like BTRS to send alerts to when high
priority alerts are sent to you.

When an alert is sent to you, the device you select in the L ocation 1
list will be contacted first; the device in the L ocation 2 list will be
contacted second, etc.

3 I you create and set as default an alerting profile in which you select (none)

If you are logging on for the first
time, you can now continue to
the portal home page. Under
Actions, click Back to BTRS
Home.

for al locations, you will only receive aerts on the BTRS portal.

7 Repeat step 6 for the Medium and Low Priority Alerts sections.
8 Click Save.

The Change My Alerting Profiles page appears and displays the
profile you created. You can assign the days and times you want the
profileto be active, otherwise, BTRS activates your default profile.
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Editing Alerting Profiles

You have the option at any time to edit your alerting profiles by changing
how you want to be contacted for one or more alerting priorities.

» To edit an alerting profile
1 Onthe BTRS navigation bar, click My Profile.
The My Profile page appears.
2 Under Actions, click Change My Alerting Profiles.
The Change My Alerting Profiles page appears.
Select the aerting profile that you would like to change.
Click Edit.

The Profile Name page appears, and displays the profile’s current
information.

Make any necessary changesto your alerting profile.
Click Save.

BTRS saves your changes and displays the Change My Alerting
Profiles page.

Deleting Alerting Profiles

When you no longer need to use a particular alerting profile, you can
deleteit so that it no longer appearsin the aerting profilelist. Deleting an
alerting profile also removes it from your Alerting Profile Schedule.

» To delete an alerting profile
1 Onthe BTRS navigation bar, click My Profile.
The My Profile page appears.
2 Under Actions, click Change My Alerting Profiles.
The Change My Alerting Profiles page appears.
Select the alerting profile that you would like to delete.
4 Click Delete.

BTRS displays the message, “ Are you sure you want to delete [name
of alerting profile]?’

5 Click OK.

The alerting profileis removed from the alerting profile list.
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Scheduling Alerting Profiles

BTRS automatically activates alerting profiles using the days/times you
specify in the Alerting Profile scheduler. During days/times that no
profiles are scheduled to be active, your default profile will be activated.
If you choose, you can opt to not use the Scheduler, and merely set a
different default profile as necessary. BTRS sends alerts to the devices
you select based on your active alerting profile.

3 If you chooseto use the Alerting Profile Scheduler, BTRS will continue to
automatically activate the alerting profiles you include until you remove them
from your schedule.

P To set your alerting profile schedule

1 Usethestepsin“To create an alerting profile” on page 27 to create
one or more alertiing profiles.

2 Onthe Change My Alerting Profiles page, click Scheduler.

The Change Alerting Profile Schedule for [ name of user] window
opens.

Change Alerting Profile Schedule for Jerry Hernandez

# Show Instructions

Monday Tuesday Wednesday Thursday Friday

0:00 AM
0:30 AM
1:00 AM
1:30 AM
Z:00 AM
2:30 AM
3:00 AM
3:130 AM
4:00 AM
4:30 AM
5:00 AM
5:30 AM
6:00 AM
6:30 AM
7:00 AM
T30 AM
G:00 AM
g:30 AM
9:00 AM
9:30 AM
10:00 AmM
10:30 AM
11:00 AM
11:30 AM
12:00 PM

Change Alerting Profile Schedule window
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3 Placeyour cursor over the day/time you want to activate an aerting
profile, then click and drag to the time you want to deactivate the
profile.

You can change the time period during which the profile is active at
any time.

The Add Alerting Profile Schedule dialog box opens.

600 &AM
G130 AM
100 AmM
F130 AM
g:00 AmM
G130 AM
.00 AM
9:30 &AM
10:00 AM
10:30 &AM
11:00 AM
11:30 AM
1z2:00 PM
12:30 PM
1:00 PM
1:30 PM
2:00 PM
130 PM
(00 P
v30 PM
(oo PM
130 PM

Add Alerting Profile Shedule dialog box

4 IntheAlerting Profileslist, select the profile you want to activate for
thistime period.

5 Click Assign.

A hitp-iivaga virtuslalert. com - Select Alertl... [2 ] ©

Add Alerting Profile Scheduls

Alertimg Prodiles;
werkday
f Bl
i call

.LEEI:T-I =0

& Dore B trbermat

Bl B W] W] e

The Add Alerting Profile Schedule window closes, and the profile
name appears on the schedule.
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00 AM
F130 AM

00 A B w

B30 AM
200 AM |workday
9:30 AM
10:00 &M
10:30 aM
11:00 &M
11:30 AM
12:00 PM
12:30 PM
1:00 PM
1:30 PM
Z:00 PM
2:30 PM
3:00 PM
3130 PM
4
4
5

(00 PM
130 PM
(00 P

Change Alerting Profile Schedule window, with profile added
6 Repeat steps 3-5 to assign additional times.

7 To closethe Change Alerting Profile Schedule window, click the X in
the upper right corner of the window.

» To edit your alerting profile schedule
1 Onthe BTRS navigation bar, click My Profile.
The My Profile page appears.
2 Under Actions, click Change My Alerting Profiles.
The Change My Alerting Profiles page appears.
3 Click Scheduler.

The Change Alerting Profile Schedule for [ name of user] window
opens.

4 Perform one or more of the following functions.

To do this Do this

Move an existing Place your cursor over the header of the

scheduled block block, then click and drag to the desired time
period.

Change the hours Place your cursor over the top of bottom

assigned to an existing | border, then click and drag to adjust the time

scheduled block period.
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To do this

Do this

Remove an existing
scheduled block

Click the X in the upper right corner of the
block

Assign a different
profile to an existing

Select the block, then click to display the
View/Edit Alerting Profile Schedule window

scheduled block —or—

click the [icon graphic] in the header of the
block

5 To closethe Change Alerting Profile Schedule for [name of user]
window, click the X in the upper right corner of the window.

Changing Your Password

When your BTRS administrator creates your user account, he or she
assigns a user name and password that you use to log into BTRS.
Although your user name cannot be changed, you can change your
password after you log on for the first time.

Before changing your password, be sure that you follow your
organization's security guidelines or requirements for your password.
Check with your BTRS administrator if you have any questions.

After you change your password successfully, BTRS requires you to log
in using your new password.

¥ vou password is not the same as your aerting security code, which isthe
four-digit number you use to identify yourself on the phone when you receive
an alert. For more information on alerting security codes, see “ Setting Your
Alerting Security Code” on page 25.

» To change your password
1 Onthe BTRS navigation bar, click My Profile.
The My Profile page appears.
2 Under Actions, click Change My Password.
The Change My Password page appears.

iptions | Alerts | Directory | My Profile | Logoff

Actions Information

# Back to BTRE Home

= Change My Profile

) Change My Passwor d
= Change My alerting Profiles

Enter your current passwors

» Set My Alerting Security Code Current Password:

Mew Passwor dt
Werify Mew Passwor d: IT
Save] cancel

3 Inthe Current Password field, type your existing password.
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4 Inthe New Password field, type the new password you want to use.
In the Verify New Password field, reenter your new password.
Click Save.

BTRS displays the message, “ Are you sure you want to change your
password?’

7 Click OK.

BTRS displays the message, “ Password successfully changed!”
8 Click OK.

The Connect to [BTRS portal URL] dialog box displays.
9 Using your new password, log on to the BTRS portal.
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4 Using the Alerting
System

The alerting feature in BTRS provides a powerful and efficient method to
recieve information about important eventsin your area. Alert messages
can be sent to users’ e-mail addresses, phones, fax numbers, and/or alpha
pagers.

Receiving and confirming alertsis simple and takes only a few moments
to do. You can choose how you are alerted so that you don’t miss any
critical information.

Viewing Active Alerts

For more information about When an alert is sent, you can be contacted in one of three methods:
setting and modifying your . o . . .
alerting profile, see “Using « Through the devices you specify in your active aerting profile
Alerting Profiles” in Chapter 3,

page 26. »  Through your work fax only

»  Through your work e-mail only

In addition, the aert isalways posted on the BTRS portal for the duration
of the alert, even if you have already confirmed receipt of the alert.

Viewing Active Alerts on the BTRS
Home Page

The BTRS home page displays al active alerts sent to you by another
user. In addition, you can view the alert’s priority, the name of the user
who sent the alert, and the subject of the aert. All aerts remain on the
BTRS home page for the duration of the alert (determined by the user
sending the alert), even if you have aready confirmed the aert through
any device (phone, e-mail, portal, etc.).

~aiert Time ——Jsent From Joubject ———————————————————Jorion
g/24/2004 14323 PM Chris Edwards Investigation Results Medium
Active alert on the BTRS home page

Viewing Active Alert Details

From the BTRS home page, you can view additional information about an
aert by clicking the date and time link in the Alert Time column. Doing
so displays the Alert Details page.

By default, aerts appear in the order sent to you. To sort the alertsin
ascending order by sender or subject, click the column once. To sort the
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results in descending order, click the column again. An arrow appears
next to the column’stitle to indicate the order in which the derts are

sorted.

The Alert Details page displays detailed information about the alert,
including the date/time the alert was sent, the date/time the alert will
expire, the name of the alert sender, the text of the alert message, the
alert’s status, and the roles, role groups, and/or selected users notified.
You can also listen to recorded messages the sender included with the

dert.

» To view the details of an alert you received

1 Onthe BTRS home page, inthe Alert Time column, click the link
that contains the date and time for the alert you want to view.

The Alert Details page appears.

2 Perform one or more of the following functions:

Click this

To do this

Back to previous view

Return to View My Sent Alerts
page

Confirm Receipt of Alert

If you haven't already done so,
confirm that you have received
the alert

email address link

Send an e-mail message to the
alert sender (only if Enable
Signature was selected for the
alert)

recorded message link

If included, listen to an attached
.wav file

View

Display the list of each role and/or
role group you sent the alert to
(only if alert was sent by role)

3P If an alert recipient confirms an alert via email by clicking “Reply”, there
could be adelay between hig'her actual confirmation and BTRS's receipt of
the confirmation, depending on the speed of the user’s email provider. Once
BTRS recieves the aert confirmation email, it will update the confirmation

information.
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Confirming Receipt of Alerts

For more information about You can confirm alerts sent to you through one of several methods:
Crrgﬁlténsg ?L’J‘gi r?CtX’lZ}'tri‘r? alerting e-mail, telephone, or the BTRS portal, depending on which devices you
Bmmesz in Ch%pter 3’%age 2. include in your active alerting profile. BTRS sends notifications to each

device based on the order you select in your alerting profile.

3 Inthe case that aWork Fax or Work Email Only alert is sent, only your
designated fax number or e-mail address will receive notification.

While BTRS will only send one notification to each e-mail account in
your active alerting profile, BTRS will keep sending notificationsto the
phone numbers until you confirm an alert. The person sending the alert
determines how many times BTRS will notify you during an alert. So,
you may recieve several notifications at the same phone number. After
you confirm that you have received the alert, using any method, any other
scheduled notifications are discontinued.

3 | you confirm an alert viaemail by clicking “Reply”, there could be a delay
between your actual confirmation and BTRS's receipt of the confirmation,
depending on the speed of the user’s email provider. Once BTRS recieves
your aert confirmation email, it will stop sending you notifications.

If you are unable to confirm an The user who sends the alert can view the progress of the alert at any time
gﬁ}géh;gﬁﬁig%gf‘gacﬁ' your on the My Sent Alertsor Alert History Log pages, including both the
confirm the alert for you. details of which devices your aert was sent to, as well as the time and
Contact your BTRS method of your confirmation.

administrator for more

information.

» 1 verify that you have confirmed receipt of an aert, click the Date/Time
Sent column either on the BTRS home page or on the Alerts page to display
the Alert Details page. If the Confirm Receipt of ThisAlert link displays at
the top of the page, you have not yet confirmed the alert.

Confirming Alerts through the BTRS
Portal

You can choose to confirm an alert through the BTRS portal in one of two
ways — either on the BTRS home page, or from the Alerts page.

» To confirm receipt of an alert on the BTRS home page

1 Onthe BTRShome page, click the Date/Timelink for the alert you
want to confirm.

The Alert Details page appears.
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Alert Details

# Back to Previous View J Confirm Receipt of Alert

& Investigation Results

|| Medium
Time Sent: a/24/2004 1:43:23 PM
Expires: 8/24,/2004 2:43:23 PM
From: Chris Edwards
Message: Investigation results for the 4/27 ecali case are available
for review in the Ecoli Workgroup folder,
Status: Pending

Roles Activated: @ view Roles Notified
(1 roles)

2 Atthetop of the page, click Confirm Receipt of Alert.

Thealert is confirmed, and the Confirm Receipt of Alert link no
longer appears on the page.

» To confirm receipt of an alert on the Alert Details page
1 Onthe BTRS navigation bar, click Alerts.
The Alerts page appears.

2 Under Active Alerts, inthe Alert Time column, click the date and
time link of the alert you want to confirm.

The Alert Details page appears.
3 Atthetop of the page, click Confirm Receipt of Alert.

Thealert is confirmed, and the Confirm Receipt of Alert link no
longer appears on the page.

Confirming Alerts via Telephone

If you elect to have an alert sent to any standard telephone or cellular
phone, you can confirm receipt of the alert from your phone without
logging in to BTRS. Depending on settings determined by your BTRS
administrator, you may receive up to 10 calls at each phone number for
each alert, until you confirm the aert.

3 f aWork Fax or Work Email Only alert is sent to you, you will not receive
telephone cals, even if you have entered phone numbersin your alerting
profile.

» To confirm an alert via the phone
1 Upon answering your phone, listen to the automated greeting.

2 Pressany key on your phone to continue.
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For more information about 3 When prompted, enter the four-digit security code you created as

setting and changing your i ;
alerting security code, see your alerting security code.

“Using Alerting Security Codes” 4

in Chapter 3, page 24 After successfully entering your code, listen to the alert message.

If you are unable to enter your code, or if you enter an incorrect code,
the prompt repeats.

After three unsuccessful entries, BTRS disconnects.

5 When you have listened to the entire a ert message, press 1 on your
phone to confirm the aert, or 2 to repeat the message.

Confirming Alerts via E-mail

If you elect to have an alert sent to your e-mail address, you can confirm
the alert viathe e-mail message, using either of two methods:

» Clicking the confirmation link in the email

» Replying to the email

3 I aWork Fax Only alert is sent to you, you will not receive an e-mail, even if
you have entered e-mail addressesin your alerting profile.

» To confirm an alert using the “Click to Confirm” link

1 Upon opening the e-mail message, review the alert message in the
e-mail.

The e-mail displays the subject, including the message ID number,
and message of the alert. To view the name of the alert sender, you
need to review the information on the BTRS home page or on the

Alerts page.
™ West Nile Yirus Case Reported [msg id 307] - Message (HTML) - | Ellél
File Edit ‘Wiew Insert Format Tools  Actions  Help Type a guestion for help =
CoReply | S Reply to Al | % Forward | S5 A d ["_,‘ b P A‘: -
From: alerks@virtualalert.com Sent: Thu 7/22(2004 4:23 PM
To! Erooke Manly

Co:
Subject: ‘West Mile Yirus Case Reported [msg id 307]

-

Please be aware that a case of "WV has been confirmed in a bird within Fleller County boundaries. This
message covers al hopsitals m Eeller, Willamette, and Syracuse counties. For more information and
procedures, contact vour local Public Health or HAN Coordinator.

Click te Confirn Receipt of this mescage
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2 Attheend of the aert message, click the Click to Confirm Receipt
of this message link.

If you are not currently logged in to your BTRS portal, you are
prompted to log in to BTRS.

After you successfully log on, BTRS displays the message, “Alert
confirmed as received.”

» To confirm an alert by replying to the e-mail

1 Upon opening the e-mail message, review the alert message in the
e-mail.

The e-mail displays the subject, including the message ID number,
and message of the alert. To view the name of the alert sender, you
need to review the information on the BTRS home page or on the
Alerts page.

2 Intheemail interface, click Reply.
The email program generates areply email.

3 If the subject for the reply email does not include the message | D
number of the original alert email, typeit in the Subject field.

You must type the message ID in the following format (brackets
included): [id:###]

4 Inthe Subject field, after the message ID number, type Confirm.

@ Any emails that do not include a correct message 1D number and the corectly
spelled word “ Confirm” will not register with BTRS as confirmations.

5 Inthe email interface, click Send.

Your email program sends the email. When BTRS recieves your
reply, it marks the alert notification as confirmed and halts all other
attempts to contact you.

3 If you confirm an alert viaemail by clicking “Reply”, there could be a delay
between your actual confirmation and BTRS's receipt of the confirmation,
depending on the speed of the user’s email provider. Once BTRS recieves
your aert confirmation email, it will stop sending you notifications.
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5 Using My Directory

The Directory section of the BTRS portal enables you to view, search for,
and export other BTRS users’ contact information. Because each BTRS
user must update the information in his or her profile at least every 30
days, you can rely on the fact that the contact data in the directory is up-
to-date. You can use this information to e-mail or fax items that BTRS
does not, or to update your organization’s contact database in other
applications, such as Microsoft® Excel and Outlook®.

Depending on which data other users enter about themselves, you may be
ableto view the following information about each user:

« Name
« Title
» Organization name
» Type of industry user worksin
« What languages the user speaks
+ Rolesthe user is assigned to
» Contact information:
» e-mail address
»  Work phone number

« Fax number

3P All other information in that user’s profile appears as (private).

In addition to locating user information using the directory tree view, you
can also search for individual users contact information, and copy
directory information into other applications.

Using the Directory Tree View

For more information about
what roles and OUs are, see
“Roles, Role Groups, and
Organizational Units” in
Chapter 2, page 10.

The directory tree organizes user information by each role and
Organizational Unit (OU) created in your BTRS portal. The name of each
OU appearsin bold, with an icon ($53) to the left. All roles appear in the
tree aslinks; clicking the link displays each user in that role and the
associated contact information.
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» To view users in the Directory Tree
1 Onthe BTRS navigation bar, click Directory.
The My Directory page appears.

2 Intheleft pane, on the Directory Tree tab, expand the tree to locate
the role for which you want to view user information.

You can also search for users. For more information, see “ Searching
for Usersin the Directory” on page 42.

3 Click thelink for any roleto display contact information in the right
pane.

Searching for Users in the Directory

In addition to viewing usersin the directory tree by role, you can search
for individual users using other criteria, including the user’'s name, the
company he or she works for, or the city in which he or she works. For
example, you can perform a search to look for al userswho work in Los
Angeles, or whose titleis HAN Coordinator.

3P Search results only display information entered by other users that you have
permission to view.

» To search for users in the directory
1 Onthe BTRS navigation bar, click Directory.
The My Directory page appears.

Home | Search | Categories | Document Library | Subscriptions | Alerts - Directory | My Profile | BTRS Admin | Logoff

Directory Yiew I Search = My Dil‘ﬁ‘ctﬂl‘y

R . Look up contact information
&-fiRole Directory The tree on the left represents the
E--!}Burder States entire Directary. Clicking an

2 fRutah Organizational Unit will expand its

2

: Emergency Services Coordinator
E---!}Wyoming
E-----Franklin Co Hospitals
iFranklin Co Sheriff
H--”é[ﬁuluradu
E---ﬂnll Hazards Region - Named
| 2-$adams County

L.pdams Co Sheriff
ema

$irublic Health

H Region Level Roles
; ’}HAN Coordinator

- fBRETACS Region 1
[]--ﬁFederal

[]--ﬁWashingtnn

... % Refresh Role Directory

R contents. Clicking a Role will return

the Users that currently fill that Role,
as well as specific profile fields and
contact information. By default Warlk
Email, Wwarl Phone, and Work Fax
contact information is available for all
Users. Additional contact information
(if provided) is available for all Users
that are members of Roles that vour
Role can alert, Use the search form
to find all Users that meet a given
search criteria,

© 2005 Global Secure Systems Corp.
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Field: Ir'-.larne

[

Criteria: ICDntains "I

43

Text: |

search |

3 IntheField list, select one of the following:

Select this option

To search by

Name

The user’s name

Title

The user’s job title

Organization

The name of the organization the
user works for

Business Category

The category of business the user
selected in his or her profile

Prof. License

A professional license the user
holds

Specialty

The specialty the user selected in
his or her profile

Spoken Languages

A language the user speaks

Work Location

The user’s job location

Work City

The city in which the user works

4 Based on the selection you made in step 3, in the Criterialist, select

one of the following:

Select this option

To search for

Contains Words that contain the letter,
word, or phrase you enter in the
Text field

Equals Words that appear exactly as you
enter in the Text field

Begins with Words that begin with the letter or

letters you enter in the Text field
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Select this option To search for

Ends with Words that end with the letter or
letters you enter in the Text field

5 Based on the selection you made in step 3, in the Text field, type the
letter, letters, word, or phrase you want BTRS to search for in the

directory.
To view more of the right pane, 6 Click search.
place your cursor on the scroll ) ) )
bar between the left and right Theresults of your search display in the right pane.

panes, then click and drag the
scroll bar to the left.

Categories | Document Library | Subscriptions | Alerts |~ Directory | My Profile | BTRE Admin

Directory Yiew I Search &) (1 Users returned)
* denotes alertable roles.
E---ﬁRole Directory Bus.Category|Languages Spoken m Contact Information
i-fliBorder States Frank Sheriff Adams County  Public Health - Adamns Co Email Address: depalmaf@dle.co.us
EI s}l:olorado DePalma Sheriff Sheriff*  Worle Phone:  {302) 451-1600 x301

Fax: (302) 451-1601

E---&}AII Hazards Region - Nam
| o-fBadams County

-Adams Co Sheriff
EMA

P ublic Health

: ---QEAH Region Level Roles
---QEHAN Coordinator
5-4BRETACS Region 1
[]---ﬁFederal

e s—él\‘lajor Employers
a-fMilitary
£
£
£

].--ﬁPriuate
]---!—ﬁTrihal Authorities
7-ffiwashington

----- % Refresh Role Directory

Exporting Directory Information

After performing a search or locating users within arole, you can quickly
create a Microsoft® Excel spreadsheet or atablein M icrosoft® Word that
contains all user information displayed on the page.

» To copy user information to a spreadsheet

1 Onthe Directory page, select all the text you want to insert into the
spreadsheet (or you can quickly select all text on the page by pressing
CTRL + A).

2 Right-click the selected text, and click Copy (or pressCTRL + C).
Open anew or existing document in M icrosoft® Excel or Word.

4 Placeyour cursor at the location in the spreadsheet or document
where you want to insert user information.

5 Onthe Edit menu, click Paste (or pressCTRL + V).

The text from the Directory page appears in the document or
spreadsheet.
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Glossary

A

active alerts Alertsthat have been sent and
have not yet expired.

alert A notification sent to inform or warn roles
or users within the BTRS directory.

alert details All details of a sent alert,
including the alert’s sender, subject, message,
priority, send time, expiration, and roles or users
notified.

alertable roles Roles designated by a BTRS
Administrator to receive aerts from a particular
role or role group.

application One or more programsin
applications software that you can run on your
computer. Some examples of applications are
database programs (M icrosoft® Access), word
processors (Mi crosoft® Word), and spreadsheets
(Microsoft® Excel).

B

Back button In Microsoft® Internet Explorer, a
button on the Standard Buttons toolbar that
enables you to return to the page you were
previously viewing. Not all pages enable you to
use the Back button.

browser A software application used to | ocate
and display Web pages. To use BTRS, you need to
use Microsoft® I nternet Explorer’s browser. Most
browsers can display both text and graphics, as
well as sound and video.

BTRS Admin A BTRS user with broader
permissions to manage portal content and
settings, as well asroles, role groups, and users.
In addition, BTRS Admins can generate and view

GLOSSARY 45

various administrative reports and logs.

D

dashboard Seedigital dashboard.

dashboard site A Web site created by using
Digital Dashboard technology. The dashboard site
contains a number of pages, or dashboards, and
includes customization pages and custom Web
Part forms. The dashboard site is used to
distribute information to workspace users through
aWeb browser. BTRS is adashboard site. See
aso digital dashboard, Web Part.

digital dashboard A page on a dashboard
site. Each dashboard contains a collection of Web
Partsin a modular view that can be presented to
usersin a Web browser. See also dashboard
site, Web part.

directory The collection of Organizational
Units (OUs) and the roles, users, or role groups
within those OUs.

form see page.

H

home page The page in BTRS to which users
are taken upon login. The page enables users to
access news, announcements, and alerts, as well
as other areas of the BTRS portal.

M

maximize When using awindow, to enlarge the
size of the window (usually so that it coversthe
entire page). See also minimize.
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minimize When using awindow, to reduce the
size of and replace the window with an icon on
your task bar. Minimizing retains the information
displayed in the window while allowing you to
view other windows. Clicking the icon on the task
bar restores the window to its previous size and
position. See also maximize.

My Profile Information about individual users
that can be updated by those users.

N

navigation bar A series of links on each page
in BTRS that enable you to view another section
of BTRS, such as My Profile, Directory, and
Alerts.

O

Organizational Unit (OU) A container that
holds objects (such as roles, users, or role
groups), similar to afolder. Typically, an
organization will create OUs that resembl e their
organizational structure, maintaining an OU for
each department.

P

page A document on the World Wide Web that
displaysall the content assigned to that page, such
asthe BTRS home page or Alerts page. InBTRS,
a Web page that serves to perform a particular
function, such as sending an aert, entering
document profiles, or generating areport.

permission(s) Authorizations within the
portal, which determine access to documents/
sections in the workspace.

profile (portal) Information about individual
documentsthat are uploaded into BTRS. Seealso
My Profile.
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R

role A position within an Organizational Unit
(OU) that consists of ne or more users.

role group One or more roles grouped together
for the purposes of assigning alertable roles,
folder permissions, or management rights. See
aso alertable roles, roles.

S

search The functionality of finding information
in documents based on keywords found in the text
of those documents or related to the properties of
the documents. Thisis commonly referred to as
full-text search. See dso index.

standard folder Supports document profiles,
but does not support check in, check out,
publishing, or document version history.

subscription A request for notification when
changes are made to a document; the contents of a
folder or a category; or a search results|list.

T

tree A method of organizing Organizational
Units (OUs), roles, role groups, and/or usersin
which the groups appear similar to that of the
branches of atree. Clicking the itemsin the tree
expands or collapses the information stored with
that branch.

W

Web browser See browser.
Web page Seepage.

Web part A customizable, reusable component
used to display specific information on a
dashboard. Web parts are used to associate Web-
based content (such as XML, HTML, and
scripting) with a specific set of propertiesin an
organizational framework. See also dashboard
site, digital dashboard.



window An enclosed, rectangular area that
displays on your monitor page that runs a
program or displays data. You can have several
windows open at one time; most allow to you to
resize, move, maximize, and minimize the
window. See also minimize, maximize and
application.

GLOSSARY 47

workspace An organized collection of
documents, content sources, management folders,
categories, document profiles, subscriptions, and
discussions. It provides a central location to
organize, manage, and publish content.
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via e-mail 39
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via the BTRS portal 37
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viewing 17, 35

Administrator Guide 2
Alerting level license 9

alerting profiles

about 26

changing 29

creating 27

deleting 29

not creating option 27
portal only 28
scheduling 30

setting as default 28

alerting security codes

about 24

as different from password 24
changing 25

setting 25

alerts

canceling 10

confirming receipt of 37
via e-mail 39
via telephone 38
via the BTRS portal 37

creating alerting profiles for receiving 27

receiving 10
sending 10
sorting
on the BTRS home page 35
viewing active 17, 35

announcements 17

B

BTRS

about 1
help 16

INDEX

home page 16
licenses
Alerting level 9
BTRS Administration 9
BTRS Collaboration 9
logging into 12
for the first time 19
logging off 13
navigating through the portal 13
new in this version 1
page elements in the portal 7
security 9

BTRS Administration license 9
BTRS Collaboration license 9
BTRS navigation bar 8, 13
BTRS search bar 14

BTRS title bar 8

C

canceling alerts 10
changing
alerting profiles 29
alertingsecurity codes 25

password 33
profile information 24

confirming alerts 37
creating

alerting profiles 27
user profile 20

D

dashboard

definition of 3
digital dashboard 4

dashboard site
definition of 4
deleting
alerting profiles 29

digital dashboard. See dashboard.

Directory section

49
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about 41

directory tree view 41
exporting user information 44
searching for users 42

Document Library

permissions
by license 10
searching within 14

E
editing
alerting profiles 29

F

folders
managing 10

help 16
home page 16

alerts 17, 35
announcements 17
confirming alerts 37
news 17

Internet 9

L

license permissions 10
user directory 10
licenses

Alerting level 9
BTRS Administration 9
BTRS Collaboration 9
permissions
in the Document Library 10
in the user directory 10
types in BTRS 9

logging into BTRS 12

for the first time 19
creating alerting profiles 27
creating user profile 20
setting alerting security codes 25
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logging off of BTRS 13

M

managing
folders 10
role groups 10
roles 10
users 10

Microsoft
terminology 3
My Profile section

changing alerting profiles 29
changing alerting security codes 25
changing passwords 33

creating alerting profiles 27
deleting alerting profiles 29

logging in for the first time 19
maintaining user profiles 19
scheduling alerting profiles 30
updating user profiles 24

N

navigating through BTRS 13

navigation bar
using in BTRS 13
news 17

O

Organizational Unit

about 11
directory view 41

OU. See Organizational Unit.

P

pages

BTRS home page 16
format of 7

password

as different from alerting security code

24
changing 33
permissions

role-based 11
types for users 11
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portal security 9
definition of 4 alerting security codes 24
logging into BTRS 12 user profile privacy 41

logging off of BTRS 13

Sl sending alerts 10
navigating through BTRS 13

page elements in BTRS 7 simple searches 15
profiles sorting
alerting 26 search results 16
changing 29
creating 27 U
deleting 29

scheduling 30_ o updating
alternate contact information in 22 , ,
entering information in 20 alerting security codes 25
home contact information in 22 passwor(f:l_|33 9
maintaining information in 19 user protiles
miscellaneous information in 23 user directory
pers.onal informatiqn in 20 license permissions 10
remmder_for updating 24 User Guide 2
user profiles

creating 20 format 5
exporting 44 Microsoft terminology 3
privacy 41 stanc_lards and conventions 3
searching for 42 terminology 3
updating 9, 24 user licenses 9
viewing 41 L
verifying information in 19 user permissions
work contact information in 21 types 11
user profiles
R alternate contact information in 22

entering information in 20
home contact information in 22
maintaining information in 19
miscellaneous information in 23

receiving alerts 10, 37
role groups

about 11 personal information in 20
managing 10 reminder for updating 24
role-based permissions 11 updating information in 9, 24
verifying information in 19
roles viewing 10
about 10 work contact information in 21

directory view 41

managing 10

permissions 11 about 10 _ _
exporting directory information 44
in the directory 41

users

S managing 10
permissions 11
searches profile information
entering search information 15 altern_ate contact 22
for users in the directory 42 entering 20
performing 14 home contact 22
simple 15 maintaining 19
sorting results 16 miscellaneous 23
viewing results 16 personal 20
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updating 24 search results 16
verifying 19 user profiles 10
work contact 21 users in the directory 41

profile privacy 41
searching for in the directory 42

viewing in the directory 41 W
Web part
V definition of 4
viewing workspace

definition of 4

active alerts 35
See also portal

announcements 17
news 17
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