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This Training Guide is designed to help Community Partners complete the steps

required to onboard to kynect resources.
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kynect resources Claim My Site
The first step in the onboarding process is to claim your site on kynect resources.

Steps to Claim My Site on kynect resources
1. Using Google Chrome, Navigate to kynect.ky.gov/resources.

2. Accept the cookies.

3. Scroll to the bottom of the kynect resources page and click, “Join as a
Community Partner.”

— ~ —_—
kynect Q, Search Keyword Search By Category « | Help w» | Login ‘

My situation is different

Show me more

«ded kynect is working to keep every Kentuckian safe, healthy and happy.

Go tokynectky.gov to see all your options.

Terms of Use Privacy Policy Join as a Community Partner Languages: English = Espafol

4. Onthenext screen, click, “Get Started.”

— -
kynect Q, Search Keyword Search By Category

Watch this video below to learn how to register your organization.

Gnes 7
KYNECt | onioaring to kynect resources

(S = : S

\

. onboarding process if you need extra help.

@, Please Note: The Onboarding Video on this page walks through the entire

’
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5. Find your organization by typing in your organization’s name or searching by
city.

Ikynect Q Search Keyword Search By Category v Help v ‘ Login

Find Your Organization

Organization Name City

6. Once you find your organization, click, “Select.”

kyne(ft Q, Search Keyword Search By Category v ‘ Help v | Login

Add organization

Select your organization below

Organization Name City

Search by Organization Search by City ‘ | can't find my organization |

A Brighter Choice 215 South 4th Street, https:/www.facebook.com/A-Brighter-]. m
PartnerOrg

Danville, Kentucky, 40422

A Brighter Future 1625 Greenup Avenue Suite 1 http:/brighterfutureinc.net/home Saloct
PartnerOrg Ashland, Kentucky, 41101

s~ Please Note: If you cannot find your organization or if your organization

“A\/. hasalready been claimed, please contact 2-1-1 for help.
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7. Fillin your contact information for all “required fields* and then click,
“Continue.”

kynect Q Search Kepword Search By Category v bep v |[ Logn

Add contact information

Contact Information

A Brighter Choice 215 South dth Street
Partnerorg Danwille, Kentucky, 40422

hitpss/fwnw.facebook.cem/A-Brighter-Choice-3008467620029495/
*First Name * Role in your organization
Manager -
* Last Name

How did you hear about kynect resources

*Company Email sddress From a State
ouraddress@company.cor From an Assister
From another community
*Phone Number From Commonwealth

Other

mities, which we would Fke to share anfine for residents to apply.

My organization

have read and agres to the terms.
| -

8. Upon successful completion, you will see the screen below, click, “Close.”

Success!

Your request was submitted. An email of your request was sent to your
inbox.

Here's what you can expect next:

« We'l contact you to confirm your details and process your access request
within one week.
« Once approved, you will receive an email to setup a KOG account (Kentucky

Online Gateway - the single sign-in solution). This is how you'll login.

+ Additionally, the first time you login, you'll gain ac some training

to protect resident

= | ¢amm

materials to understand our security and privacy policies
information.

] Please Note: You will receive an initial email from United Way stating they
; = havereceived your request. After your request is approved, you will receive
< asecond email with a link to set up your Kentucky Online Gateway (KOG)
Account.

Onboarding Step 1: Claim My Site is Now Complete!
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Kentucky Online Gateway (KOG) Account Creation

To access a variety of programs and systems including kynect resources, a user
must complete a one-time registration as a KOG user. Each user must have a unique
email address to complete the verification process. To complete the second step of
the onboarding process, follow the steps below. Due to the security requirements of
the site, steps in this process may time out if no action is taken.

1. Asstated above, you will receive a second email with the KOG registration link.

Existing KOG Account: If you have an existing KOG Account with your
organization email address, you MUST use the link for those with an existing
account in the email. You will be navigated to complete the kynect resources
training and the Resources Community Portal Tile will be added to your KOG
homepage. See page 23 of this guide for training and first-time login

information.

kynect

Together for a better Kentucky

Hello Pat Fernandez,

Welcome to kynect resources! You are now able to complete the
remainder of the onboarding process.

Click here to start the Kentucky Online Gateway (KOG) registration for
the first time. If you already have a KOG account, please log-in to that

account here.

This is a time sensitive link, so please complete these steps
within 24 hours

Please note that you will be asked to confirm your identity via individual
specific questions generated by the system. This step ensures access
security and is confidential. Verifying your identity is a required step to
complete your onboarding to kynect resources. The information is secure
and not used for any other purposes.

+ Please Note: The KOG link expires in 24 hours. If the link expires, you will have to
@ request a new link to continue the process. If the link in the welcome email
expires, email kynectresources@ky.gov to request a new email from kynect
resources.

One of the most frequent issues occurs at this step. Due to organizations’ email
security features, sometimes these emails do not show in the inbox. Please double
check all spam, junk, or other folders if you do not see this email.
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2. New users will click “Create New Account” to begin the KOG Account Creation
Process. In the KOG Account Creation process, you should use your organization
or business email address when creating your account for kynect resources.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help x

page.

KENTUCK Y.l

ONLINE GATEWAY

sign in with your Kentucky Online
Gateway (KOG) Account (IDE)

Email Address

Resend Account Verification Email

English ~

WARNING

This website is the property of the Commonwealth of Kentucky. This is to notify you that you are only authorized to use this site. or any information accessed
r disclosure of personal and confidential information may be punishable under state and

through this site. for its intended purpose. Unauthorized acces
federal law by criminal prosecution. penalties. and fines as well as civil penalties. Unauthorized access to this website of access in excess of your
authorization may also be criminally punishable and subject to fines and penalties. The Commonwealth of Kentucky follows applicable federal and state
cynauthorizad

domrgtectibe information fom o

3. Fillin therequested information for all *required fields* and click, “Sign-up.”

KENTUCKY:-V Help | @eEnglish ~

Please complete your Kentucky Online Gateway Profile

© i you already have an existing Kentucky Oniine Gateway (KOG) Account, please click here to reset your password OR click on the CANCEL button below to fog into

your account.

Please fill out the form below and click Submic when finished
Al fields with  are required
* Last Name

* First Name Middle Name

+ E-Mail Address * Verify E:Mail Address

* Yerify Password

Password

Mobile Phone Language Preference
Seglish
Street Address T Street Address 2

Zip Code

Question * Answer

I what city ware you born? (Enter

Question

Wt s the nam of your it per?
CANCEL h
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4. A confirmation screen appears, and an email is sent to verify the KOG account.

SRS Help | @ English =

Please complete your Kentucky Online Gateway Profile

@ Your account has been requested and is pending email verification. Please check your email and click on the link provided 1o verify your account. If you do not see the verification email in
your inbox, please check your spam or junk folder. IF no emall was received click here

I you have already verified your account by clicking the link provided in the email, please click on SIGN IN button to continue. (e YEIN]

5. You will receive a verification email, follow the link to complete account set up.
Google Chrome is the preferred browser.

® earl.james' inbox "Account verification - TEST"

Message "Account verification
From: KOG Test <KOG_DoNotReply @KEUPS.message.com>

< Back to inbox | # Download EML | fi] Delete message

Click here if you trust the sender and want to see original message.

Earl James (earl.james@dispostable.com),
This email is to help you complete the last step of account set-up.

Your account username is: earl james@dispostable.com

https://kogtestinternal.chfsinet.ky.gov/public/fwlink/?linkid=12eb37d2-a90f-4385-980b-7217d667a66 1

If you need any assistance further, please contact the Kentucky Online Gateway HelpDesk.

Kentucky Online Gateway
Kentucky Online Gateway HelpDesk

s@: Again, we ask you check your spam or junk folders if you do not receive the

\—/. email within a few minutes.

6. Onthe Validate New Account screen, click, “Continue to Sign-in.”

KENTUCKY .=t6 Help | @ English =

ONLINE GATEWAY

Validate New Account

© Click on the button below to Sign in now and complete the final step of the account creation process

ey
Continue to Sign in
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7. Confirming Your Identity

An important part of creating a KOG account is User Verification. This is a standard across
state programs and satisfies the privacy and security standards the state programs must
meet. It simply means, the state has verified you are who you say you are and there is a
record of who has access to the system.

Experian is a third-party vendor who confirms identity in this process. No CHFS program has
access to your personal information or details of your verification, and it is not used for any
other purpose than verifying identity. Experian communicates the confirmation result to our
system to allow access. Some users do not pass ID Verification and are provided the phone
number to Experian along with a reference code. This call typically takes only a few
moments, and the user can proceed with next steps.

To facilitate the success of ID Verification, it is important to use your home address on the
user verification screen. While including a Social Security number is not required, adding
this field may better help confirming identity. If a user is unable to complete ID Verification,
they must be verified in person, providing proof of Identity and citizenship status.

c @ v Jov v % 0@

KENTUCKY = Welcome Debra Citizen & | @ English » | Help | Sign Out G-
ONLINE GATEWAY

User Verification

kicr Y61 {urm nmav b mm hy G105 \ntorigision fon [dlrlwxur(r'ﬂmun‘. h of
e it the form belo ing it Legal Name. Fields with asterisk are required i

Adding your
Legal First Name Middle Name Legal Last Name Social Security
Dibte Cinzer Number is
Name Suffix Gender Phone Number optional but may
help verify your
Birth Date Social Security Number Email identity more

¥ debra citizen sfuat3@mailinator.com uickly.
Make sure ) . QUuess
Home Address City State

to use Kentucky
HOME Postal Code Postal Extension Code
address in

this field
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8. Once you have successfully verified your account and identity, you will be taken
to the KOG login screen where you will enter the email address associated with
your new KOG account and click, “Next.”

KENTUCKY.i
ONLINE GATEWAY

Sign in with your Kentucky Online
Gateway (KOG) Account

Email Address

cit060822 user03b@keups r‘.Ed

Create New Account

Resend Account Verification Email

English

9. Enter your password into the Password field and click, “Verify.”

KENTUCK Y.l

ONLINE GATEWAY

Verify with your password

Forgot password?

Back to sign in

English v
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10. After logging into kynect resources, you will be redirected to the Kentucky
Organ Donor Registration screen. Here, you will be prompted to register as an
organ donor. Click “Yes, Register Now" to register as an organ donor or “Remind
me later” to be redirected to the KOG dashboard.

Welcome citiS1622 userGh | My Aceount | Signour | Help- | [T e

Register as a Kentucky Organ Donor

With the passing of KY 5B77 and in partnership with Donate Life Kentucky, the Kentucky Online Gateway has
created the below form for Kentuckians to join the Kentucky Organ Donor Registry. if you'd Tike to join the KYDR,
please fill out the required fields below, select the consent checkbox; and click the “Register” bution. For more
i X . saes O, R .
Register as a Kentucky Organ Donor x

2 ) Would you like to register as an organ donor?
With the passing of KY SB77 and in partnership with Donate Life Kentucky, the Kentucky Online Gateway

has created an online portal for Kentuckians to join the Kentucky Organ Donor Registry. For more

information on what it means to be an organ doner, please visit'https:&d onatelifeky.org/why-donate/,

Yes, Register Now Remind me later

* 7ip Code

11. Upon successful completion of KOG registration, you will see the kynect
resources app labeled, “Resources Community Portal”, click, “Launch.”

e

Qsearch

lejefelelsulililefofulufolelalels]r]o]v]v]x

Appiications

Resources Community Portal Resources Staff Portal

Portal for community pariners to connect with Portal for managing the organization claim
resources request

Launch

Onboarding Step 2: KOG Registration is Now Complete!
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Multi-Factor Authentication Download

To maintain the highest level of security, the third step of the kynect resources
onboarding requires a multi-factor authentication (MFA) credential identification
and account verification. Community Partners have the option to download either
Okta Verify or Symantec VIP. One of these MFAs will be used each time you login to
kynect resources.

~ ,
-@- MFAs are a common security measure used in government, collegiate, and other

= = general work settings to access secure databases or even one’s email. All KOG

users are required to use one of these MFAs.

OKTA Verify

1. After clicking, “Launch” on the Community Resources Portal, the system
redirects you to the Set-up security methods screen below where you will set up
either the Okta Verify or Symantec VIP MFA. To set up the Okta Verify
authenticator app, click, “Set up.”

KENTUCKY.al

Click here /| Setup

& SymantecVIP
Verify by entering a temporary code
from the Symantec VIP app.

Setup
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2. The Set-up Okta Verify screen has three steps to enroll into Okta Verify.

KENTUCK Y.l

ONLINE GATEWAY

N\
( e )
\\\\{ /

Set up Okta Verify

1.On your mobile device. download the Okta Verify app from the App Store
(iPhone and iPad) or Google Play (Android devices).

2.0pen the app and follow the instructions to add your account

3. When prompted, tap Scan a QR code. then scan the QR code below:

Can't scan?

3. First, download the Okta Verify app to your mobile device or tablet from the App

Store or Google Play.

3:339

Q_ okta verify @ Cancel

1Password - Passwor...

@ Generate & autofill passwor. OPEN
) £ caitors:choics

1Password remembers all your passwords for you, and
keeps them safe and secure behind the one password

Okta Verify

9 Business 1 GET
ok khf

Okta Mobile
Business GET
R 2.8 8%8+4
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4, Next, open the Okta Verify app and follow the instructions shown in the

3:379 w T eE

&

Welcome to Okta Verify

Securely sign in to your organization's apps.

o Get Started

3:3791

@

How it works

When you access your organization’s apps,
use Okta Verify to confirm your identity.

)
"

3:379

@

Ways to verify

When signing in, enter a code from this app,
tap Yes on a push notification, or tap the
"Sign in using Okta Verify on this device"

button.

o Add Account

)
(]

3:389

Close Add Account

Choose Account Type

Choose the type of account you would like
to add

Organization >
Work, school, company

9 Other s
Facebook, Google, etc

5. Your device will prompt you to scan a QR code to register; when prompted, click,
“Yes, Ready to Scan” to open your device’'s camera.

<

3:399 o T e

Okta Verify

Do You Have Your
QR Code?

Before you continue, make sure your QR
code is shown on another device, such as a
laptop

Where do | get my QR code?

7 Yes, Ready to Scan

[ No, Sign In Instead ]
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6. Use the camera feature to position the QR code within the highlighted box to be
scanned.

Scan QR Code

Center QR Code within the Frame

Enter Key Manually

7. If your device successfully scans the QR code, KOG will recognize that the Okta
Verify MFA enrollment is complete. To login to kynect resources, click “Select”
next to either “Enter a code” or “Get a push notification” and follow the prompts

on your device to complete the login process.

KENTUCK Y.l
ONLINE GATEWAY

Verify it's you with a security method

e f_nier acode select Click here
Jkta y

Get a push notification . )
© Gl veny Seloct Ciick here

English |V Helf

Page 15 of 23



— —
kynect

Together for a better Kentucky

Symantec VIP
1. To set up Symantec VIP as your MFA, click, “Set up.”

KENTUCK Y.l
ONLINE GATEWAY

Set up security methods

Security methods help protect your account
by ensuring only you have access.

Set up required

Click here | setup
/

2. You will be taken to the Set-up Symantec VIP screen to log into kynect resources

using the Symantec VIP Access application. Enter (or copy and paste) the

Credential ID from the VIP access app on your computer (or phone). Enter (or
copy and paste) the Security Code from the VIP access app on your computer (or
phone) into the Security code 1 box. Wait for a new code to generate and enter (or

copy and paste) the new code into the security code 2 box. Click, “Enroll.”

KENTUCK Y.l

ONLINE GATEWAY

o
(&)
N
Set up Symantec VIP

® cit060822 usero2b@keups net

Need Assistance?

From the Synr
credential ID and tw tive generated

Enter credential ID

2 m VSST36895167

Security code 1

Security code 2

s

341315/°
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3. If you do not have the Symantec VIP Access Application, navigate to
https://vip.symantec.com/. You will be taken to a screen to begin downloading
the VIP token, click, “Download.”

v Symantec VIP

Secure Authentication

Anywhcere

R N e

WNLOAD =

4, Todownload the Symantec VIP Token, choose one of the following options:
* Todownload for Windows-based machine, click, “Windows”
* Todownload for Mac, click, “Mac”

Choose your options

VIP Access for Computer

7

Mac Windows

Mac S X 10.12 e bigher Windows* 7 SP1, Windows* .81
204 10 caive dasktop mode cay)
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5. Click, “Run” to begin the install process of the VIP Token.

(hoose your optacen

—

e B T L

§ ™ange

n

6. A Welcome to the VIP Access Setup Wizard box will appear, click, “Next.

Choose your options

VIP Access for Computer
Welcome to the VIP Access Setup Wizard

C
Use this wizard to nstal Vaidation and ID Protecton Service (VIP) .
Access,

Mac Wiadows
£ 05 X 1012 erbigher Windows' 7 $P1, Windows* £, 31
20 10 eive sy mode cal)

Symantec.

WARNING: This computer program is protected by copyright law
A e A el 4

e
this program, or any portion of it, may resultin severe avi or
vill b d to the

possible under the law.

]
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On the License Agreement Screen, click, “I accept the terms in the license
agreement” and click, “Next.”

haded . or e
2. Uese Revirictions snd Obigstionn.

P

K 0oie ATeemart, (o] Pestin of g Sarrestive wirty b

B 1 acongt P e = P R At

o e e P b gt

s

On the location screen, select your install location and click, “Next.”

18 VIP Access X

Select Install Location /9,,...,“"_
Validation &
10 Protection

VIP Access for Computer

This wizard wil install VIP Access in the location shown below. To install VIP Access in a different
location, select Browse.

Select Next to start the installation process.
7

Folder:
/" c:program Fies (x66)Symantec\/p Access Clent\ * Browse... .

Mac Windows
Mac 03X 101 eebigher Wisdows® 7$P1, Wiadoms* 8,31
20d 10 (atve deskiop modecaly)

=)
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9. OntheReady to Install the Program screen, click, “Install.”

#3 VP Access X

Ready to Install the Program mantec
Validation

1D Protection

VIP Access for Computer
Sclect Instal to begi the nstalation.

1f you want to review or change any of your installation settings, select Back. Select Cancel
10 exit the wizard,

’

Mac Windows
Mac 08 X 1012 o higher Wizdows" 7 5P1, Windows™ £,8.1
a8 10 v deskiop ssode oaly)

10. On the Install Shield Wizard Completed screen, click, “Finish.”

(hoose your cpticas

e Gn e g e S P T e S P
Ao

=)
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11. Upon successful download, you will see the VIP Access icon on your desktop. To
open the token app, double click.

= VIP Access

g "Credential ID | 0 |
VSS5T69894784 | &

VIP Access

"ﬁ.zs_vmnnm:.
Validation &
ID Pratection

» Please Note: The credential ID will remain the same each time. The security
@ code changes every 30 seconds- be mindful of this when copying the code.

12. Navigate back to the MFA screen in your browser.

« Enter (or copy and paste) the Credential ID from the VIP access
app on your computer (or phone).

» Enter (or copy and paste) the Security Code from the VIP
access app on your computer (or phone) into the Security code
1box.

* Wait for a new code to generate and enter (or copy and paste)
the new code into the security code 2 box. Click, “Enroll.”

* (Picture on next page)

Page 21 of 23



—
kynect

Together for a better Kentucky

KENTUCK Y.l
ONLINE GATEWAY

Set up Symantec VIP
® cit060822 user02b@keups.net

Need Assistance?

From the Symantec VIP app, enter your
credential ID and two consecutive generated
codes

Enter credential ID

P VsST36895167
4

Security code

Security code 2

SecurityCode @18/

341315|°

Onboarding Step 3: VIP Access MFA Download is Now Complete!
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kynect resources Required Training and First-time User Login

The final step of the onboarding process is to complete the kynect resources
required training and the first-time user login information.

1. Watch the three training videos and pass the three quizzes for Privacy and
Security, Program Summary, and System Trainings. Click, “Next” when finished.

ACTIVITIES

Plan activities

A Privacy and Security Status: 0% Duration: O min

Use the
down Privacy and Security ‘ — ST
arrow to

complete @® Privacy and Security Quiz .

each
module ~ Progrem Summary Status: 0% Duration: O min

v System Trainings Status: 0% Duration: 11 mins

2. Complete the details on the First Time Login screen and click, “Save.”

Kynect

First Time Login

el _

First Name
Joan

Last Name
Hall
*Email Address

joan.hall@dispostable.com

*Mobile Phone

(344) 645-6456

* Primary Location

Lexington

Onboarding Step 4: kynect resources Required Training is Now Complete!

You are now successfully onboarded to kynect resources!

The starting point to launch the Resources Community Portal and login is: KOG.CHFS.ky.gov

You may bookmark this site on your computer. It is a best practice to use the Chrome browser
for kynect resources and clear cache frequently. Try using an Incognito window if your
unable to clear cache or browsing history often.
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