Cabinet for Health and Family Services (CHFS) 
Information Technology (IT) Policies
Category: 020.300 Administrative Security

020.304 Dial-up and Virtual Private Network (VPN) Accounts

Policy: All requests for dialup/VPN accounts are submitted via the CHFS 96 to IT Procurement by the employee’s SRA or Division Director. The IT Executive Director or designee will approve/disapprove the request and the requestor will be notified of the decision. These accounts are issued and maintained by the Commonwealth’s Office of Technology (COT). There is a $5.00 per month per employee cost for VPN accounts, RAS accounts cost an additional $11.75 each per month. IT will complete the COT F181 form for an account to COT ensuring the appropriate billing codes are identified.
Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server. This policy does not apply to WEB enabled applications.
Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS), IT Division of Infrastructure and User Support (DIUS), Operations Branch is responsible for the maintenance of this policy.
Applicability: All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
The accounts will be reviewed semi annually for activity. All accounts which have been inactive for 180 days will be deleted and the user will be notified by email. Reinstatement of the account must be accompanied by sufficient justification for the business need in light of the account’s inactivity.

Accounts requested for non-state employees (to include but not limited to contractors or outside vendors) must be requested through the agency responsible for the non-state employee. 
Review Cycle: Annual

Timeline:

Revision Date: 

06/10/2009
Reviewed Date:

06/10/2009
Effective Date: 

09/02/2002

Cross Reference #
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
· COT CIO-074 – Enterprise Network Security Architecture Policy.

· COT CIO-076 – Firewall and Virtual Private Network Administration Policy.
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